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Community-Forward,

Enterprise-Ready
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TuxCare?

TuxCare Inc. is a former division of CloudLinux
Inc., the founding sponsor of the AlImaLinux OS

Project.

TuxCare possesses deep knowledge and C‘\
expertise in AlmalLinux to effectively address .

projects of any complexity. Maintenance
Certifications RIS ((icea, 4

and Awards o \ 590y o~




AlmalLinux +
TuxCare =

The OS

Engineered
for Enterprises
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£ TuxCare for Almalinux

Endless Lifecycle
Support
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Artificial Intelligence

Compatibility Open
with RHEL L Governance
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Analytics

Ahead-of —the-Curve Dependability
Security Response and Reliability
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Edge Computing
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. *Care for Alma\™
Compliance

£ TuxCare for Almalinux

Extended Stability
and Security

On-demand Expert
Assistance

Xnur Py 404 3ap)xn) T




TuxCare for Almalinux

Technical Support

Options
»

Essential
Support

For organizations
that can’t afford
downtime - ensuring
seamless AlmaLinux
updates, fixes, and
long-term stability.

{3

Enhanced
Support

For teams that need
on-demand,
by-the-hour expert
support for a diverse
range of open-source
software.

a Add Rebootless CVE Patching

Automate vulnerability patching for AlmaLinux with KernelCare Enterprise in both FIPS-validated and non-validated environments —
all without kernel reboots, system downtime, or delaying patches until scheduled maintenance windows.

()

.

Custom
Support

For enterprises
seeking highly
tailored solutions that
accommodate their
unique support
requirements.

Security Support -

Options

@

Extended Security
Updates

For organizations that
prioritize ongoing
security and
compliance for their
FIPS-validated
AlmaLinux
deployments.

‘6 TuxCare
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Security
Hardening

For organizations that
need to harden their
operating systems
while avoiding
common pitfalls.
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Essential Support

Endless Lifecycle Increase your

hardware and
software ROI




6. TuxCare
Accessible

24 /7 Enterprise
Break-and-Fix

Support from Amabinox Migration adice
TuxCare

Package update

. i Kernel crash i
Operating system bug Issves ernel crash issues Hardware support
troubleshooting (repository issues, package (root cause analysis and requests
conflicts, missing escalations to upstream)

dependencies)

Ovutside the scope: software upgrades, requests to migrate, and the migration between OS with different major versions



. 6. TuxCare
Get On-Demand Assistance from

Seasoned Enhanced Support Experts

Data Identity/Directory Infrastructure
\Q FreelPA ?penLDAP @ceph SAMBA BIﬁD@
PostgreSQL e Pay-as-you-go 5, 10, and
Package/Config Mgmt 20-hour support bundles
A FOREMAN . . .
MariaDB & cher puppet ANQLE e Migration advice
and recommendations
e Event Streaming Virtualization . . .
redis ) e Design and architecture review
WRabbit §gkafka AKVM 3 podman g docker
© influxdb e Data storage, backup assistance
w i . . .
, eb Servers Security o Configuration assistance
awwd  IpAcE NGIMX o

Mysn)

e Custom Scope of Work-based
options are available

'!' DevOps Tools
CouchDB . .
ouchDB & GitLab @ Jenkins kubernetes



TuxCare Makes AlmalLinux

the Only Community-Driven,
RHEL-Compatible OS

Meeting US
Government,
Corporate and

Industry Security
Standards

6. TuxCare

FIPS
s [@] oisa

FedRAMP

@ CIS Benchmarks” <@Common Criteria




Unlock FIPS and Achieve Long-Term
Stability with Extended Security

Updates (ESU)

Maintain FIPS 140-3 Stable platform for your
continuity applications

e Complete suite of five
FIPS-validated modules (the kernel,
OpenSSL, Liberypt, NSS and frequently
GnuTLS)

e Patches for FIPS-validated
packages that do not change the
validated cryptography

for your FIPS-validated
deployments

e Re-certification for cryptographic
CVEs

e Stable environment without having
to upgrade to a new OS version

® Long-term security and compliance

6. TuxCare

Minimize your
vulnerability risk

e High and Ciritical security updates

e Address all known exploited
vulnerabilities from the CISA list



6. TuxCare

Extended Security Updates
Lifecycle

Extended Security Updates
with FIPS-compliant Security Patches

910 «~—————75years ————»
Lasting at least until
99 FIPS certificates expire
9.8
97
26 Extended Security Updates
with FIPS-compliant Security Patches
9.5 «~—— 7years ——
Lasting at least until
94 FIPS certificates expire
9.3
02 Extended Security Updates
with FIPS-compliant Security Patches
91 «~——— 6byears ———
Lasting at least until
9.0 FIPS certificates expire

1 1 1 1 1 1 1 1 1 1 1 1 1
2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035 2036 2037 2038

Disclaimer: AlmaLinux minor releases planned for ESU are subject to change. TuxCare reserves the right to change them at any time
without prior notice.



6. TuxCare

Maintain FIP 140-3 Continuity

FIPS-compliant Security Patching

FIPS-validated - FIPS-validated -

package package

»

Security patch Security patch
including crypto

T T

First 140-3 FIPS 140-3
validation ) revalidation
from NIST CVE Fixes from NIST

Security Patch

No

Cryptography
Changes



6. TuxCare

Simplify Security & Compliance
with TuxCare's Almalinux Hardening

. H.E . . '
Mapping Compliance scanning =
CIS/STIG controls support
to compliance standards like PCI-DSS or from creating audit checks to configuring
1SO27001 vulnerability scanners
Scripts for CIS/STIG % Assistance in selecting
hardening automation the most appropriate

scanner

based on your needs and environments



O Care

Making Open Source
Enterprise Grade

+49 1511 7602080 | ssellen@tuxcare.com



